
Data is the currency of the 21st century. 

Companies like Facebook and Microsoft spend 

billions on social networks to collect data 

relating to their users. 

You can find out why you should protect your 

personal data and what you can do about it in 

the video.

Basics: what you need to know

• Data that makes a person directly or indirectly identifiable is referred to as 

‘personal data’.

• Personal data that is particularly sensitive (health, origin, political views, 

religion, etc.) falls within the special categories of personal data and is 

specially protected.

• The EU General Data Protection Regulation (GDPR) does not apply to the 

EU, but rather to anyone who processes data concerning EU citizens. 

There’s a big difference!

The basics: how the GDPR works

‘Any old way’ won’t fly

The collection, storage and processing of personal data is strictly prohibited, 

except if: 

• there is legal permission (e.g. tax office data to determine tax liability); 

• the data is required to fulfil contracts (e.g. a purchase contract between 

two individuals); or 

• the data subject has granted their express consent.

Only for a previously defined purpose

Personal data may only be collected and processed for a previously defined 

purpose – if at all. As such, a tour operator cannot use data from travel 

bookings to offer further travel services to the individuals in question. The 

purpose of collecting the data was to make the travel booking and not for 

advertising.

As little as possible (data minimisation)

Information can only be collected if it is actually required for a defined purpose. 

For instance, a gym doesn’t need to know whether or not you’re married.

For as short a time as possible (storage limitation)

Personal data can only be stored for as long as it’s actually needed or required 

by law. This means it also has to be deleted again. A very demanding 

requirement that repeatedly causes problems for many companies. You can 

find information on the deletion of personal data here.

Interesting judgements

The Spanish CAIXABANK was fined EUR 

3 million for using customer profiles to 

assess the creditworthiness of individuals 

who were not customers of the bank 

without their effective and informed 

consent.

Data protection basics

TWITTER was fined USD 140.8 million as 

it also used the contact details stored for 

140 million users to send users 

personalised advertising from 

advertisers. A clear case of misuse. 

BREBAU GmbH was fined EUR 1.9 million 

because it processed data from 

prospective tenants without a legal basis, 

including special categories of personal 

data, e.g. ethnic origin and skin colour.

Examples of personal data



Data subject rights

Anyone whose data we collect and process has the following rights:

• Access to information: Anyone can ask authorities, companies or other 

bodies what data concerning them they store and must also receive a 

reasonable answer.

• Rectification: If the stored data is incorrect, the data subject has the right to 

have it rectified.

• Erasure/suppression: If the individual does not want their data to be stored 

and processed, they can also request that the data be deleted – unless this 

is prevented by law.

• Objection: anyone can object to the processing of their data for specific 

reasons. If the objection is justified, we are required to comply with it.

• Withdrawal: Everyone has the right to withdraw their consent to the 

processing of personal data without stating reasons.

• Restriction of processing: Anyone can request that the processing of their 

data be restricted, provided they have a legitimate reason.

• Data portability: Individuals have the right to receive the data they have 

provided in an electronic format.

• Complaints: If an individual does not consent to the processing of their 

data, they can lodge a complaint with the data protection supervisory 

authority.

If you receive a request like this, please pass it on to the Data Protection team 

(datenschutz@company.com).
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